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Introduction
FIRM User Guide

Important – Read Instructions

Chapter 1
FIRM
What is FIRM

FIRM is a remote access application that enables employees to work from home, in the field or using another person’s workstation, granting safe access to enterprise applications, such as Outlook and FILConnect.  FIRM gives you:

· Remote access to tools such as MS Word, MS Excel

· Faster access speeds (dependent on Internet Speed Connections: DSL, Cable, Dial-Up, etc.).
· Ease of use
· Portability
· Enhanced Security (SOX Compliant and use of dual authentication)

Recommended Uses for FIRM

When you need to access data on the FIL network, FIRM is a great way to work remotely on a supported platform.  For example, an AE may need to access and print reports or have a need to work on an Excel document that is attached to an Outlook e-mail, but does not have Excel at home. Through FIRM, you can access and print reports and access and work on documents that may be attached to an e-mail.

In addition, using FIRM, you can complete any University of Fremont course such as a Compliance class; access our internal Intranet—FILConnect; and use Microsoft and other applications that are available via FIRM.  Other areas you may benefit from include the ability to access and modify documents on the FIL network that are stored on a common or shared drive.

Furthermore, if you are an IT user (e.g., applications support; development) you have the ability to remotely manage applications from home using FIRM.

Inappropriate Use of FIRM

· Printing reports or documents where the file size exceeds 5MB.

· Attempting to print large or complicated reports or documents (may result in very slow response times).

· Downloading files from our extranet (OWA)

· You cannot synchronize your E-mail to your local computer.
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	FIRM has a built in “timeout” security feature that requires you to login to the web interface if the system is idle for 15 minutes.
While logged in to FIRM, if there is no activity for 30 minutes, your current session will time out.  If you answer a call and walk away where there is no activity for 90 minutes, your FIRM session will be completely logged off the network and you will need to start over and re-log into FIRM.


Recommended PC Configuration

The following minimum FIL requirements are recommended for optimal performance:

Operating platforms 

· Microsoft Windows XP Pro (Service Pack 1) 
· Microsoft Windows XP Home ED (Service Pack 1) 
· Microsoft Windows 2000 (Service Pack 4) 
Anti-Virus software/SpamWare

· Definitions must be updated to the latest release 

· Computer must be free of all SpamWare (i.e., Hotbar, Bonzi Buddy, etc.) 
Connection method

· Broadband recommended for optimal speed (i.e., DSL or Cable)
· Dial-up supported, but not recommended for heavy use

Supported Printers

Fremont Investment & Loan (FIL) only supports printers supported by Microsoft and FIRM in a Windows 2000 or greater environment.  If you are using a printer that is not supported by FIL, we cannot guarantee that it will continue to print properly when upgrades/updates to FIRM are implemented. FIL is unable to support every printer due to the overwhelming number of printers, models, and types.

Listed below are HP LaserJet, Inkjet, and DeskJet printers that are supported by FIL within FIRM.  If you are not sure if the printer model you have is supported, you can contact Customer Care for assistance.  If you are experiencing difficulty with printing reports or documents, your printer may not be officially supported by FIL in the FIRM environment.


	HP LaserJet
	HP Business InkJet
	HP DeskJet

	LJ 1010/1012
	CP 1160 – CP 1170
	DeskJet 895

	LJ 1015
	BIJ 1000
	DeskJet 960C – 995K

	LJ1022 – LJ 1320
	BIJ 110d
	DeskJet 5150 – 5940 series

	CLJ 1500
	BIJ 1200d
	DeskJet 6120 series

	LJ 2100 – LJ 2400
	BIJ 2200 – BIJ 2800
	DeskJet 6127

	CLJ 2500 – CLJ 2550
	BIJ 3000
	DeskJet 6500 – 6840 series

	LJ 2820 – LJ 2840
	BIJ 9100 – BIJ 9800
	

	LJ & CLJ 3000 series
	OfficeJet Pro K550 series
	

	LJ & CLJ 4000 series
	OfficeJet Pro K850 series
	

	LJ  & CLJ 5000 series
	
	

	LJ  & CLJ 8000 series
	
	

	LJ & CLJ 9000 series
	
	

	LJ 4 – LJ 6 family
	
	


Login to FIRM from a Remote Location

Depending on where you are attempting to access FIRM, you may need to manually install the Java Client (Kiosk location) or an ICA Web Client (home) to remotely access Fremont’s network.  For more information on manually installing an ICA Web Client, see Manually Installing the ICA Web Client below.

1. In a Remote Location, open your browser and type https://firm.fmtinv.com into the address bar; or in the office, type http://firm.

For Remote Locations Only using (https://firm.fmtinv.com)

2. Enter your user name, your PIN and the numbers on your RSA SecurID token (PIN + RSA SecurID token numbers) into the Username and Pass Code fields on the SecurID login form.
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	The pass code is a series of numbers starting with your assigned SecurID PIN, and immediately followed by the current number on your SecurID token (or fob).


Note:  If you did not enter your credentials correctly, wait for your token code to change before attempting to re-enter your login information.
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RSA SecurlD Username and PASSCODE Request

The page you are attempting to access requires you to autherticate using your SecurlD token

Enter your usemarne and PASSCODE (your PIN +the number on your SecurlD toker, and click Send. If you have ot yet created a PIN, just enter the code displayed
on your token in the PASSCODE field

Click Resetto clear the field if you make a mistake.

Username:
PASSCODE:

Reset | Cancel
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3. Click the Send button located just below the PASSCODE entry box.

4. The FIRM login screen will display next.  Enter your Fremont user name and password.

Note:  This process saves your login credentials securely, which will be used repeatedly to log you into your applications.
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Usermame:

Password:

—
—

Log In





5. Click the Log in button.

6. You should now see the FIRM page showing an Applications window on the left.
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FIRM Applications

Welcome to your personalized view of FIRM applications. The Applications box
contains icons for the applications that you can use. Click an icon to launch an
application. Click Refresh to view the latest applications. Click Settings to change
your settings. Click a folder icon to display its contents. If you have problems using
an application, please contact your help desk or system administrator for mare
information

Message Center

If an error message appears below, please read the message to the Customer Care
technician who is assisting you

\1‘) There are no existing applications available for reconnection.
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	After a successful login, the applications approved for your business unit appear in the Applications area of the FIRM window.

	
	Pay attention to the Message Center section located on the lower right side of the page.  If there are any problems with your FIRM session, error messages are displayed in this area.


7. You can now click on the icons to launch applications.  The Intranet icon is used to get to FILConnect.  It can take up to 30 seconds for your saved login credentials to log you into your selected application.

Chapter 2
Frequently Asked Questions

How Do I Save Files to My Home Drive (J Drive)

When you need to save files to your “J” drive, follow the steps outlined below.
1. From within the application window through FIRM, select File | Save from the File menu.

The Save As dialog opens.
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2. Select the Save in: arrow and choose your personal drive (xxx on xxx(J:)) from the drop-down list.
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	Do not save files to your local C: Drive. Your local C drive is not backed up.  Not only do you risk losing your files, other FIRM users could view and access these files.

For example, anything with “Client” in the file path would be saved on your local system.

For more information, see Understanding Your Local Drive and Shared Drives on the following page.


3. Enter the File name: in the corresponding field.

4. Click Save.  The document is saved to your personal “J” drive.
Your personal “J” drive is backed up on a daily basis.
Understanding Your Local Drive and Shared Drives

Once you are logged in to FIRM, your local hard drive (C drive) on your computer appears as C$ on Client (V:) as shown in the example below.
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Your CD-ROM Drive is shown as D$ on Client and will normally map to the U, X, or Y.
Your J drive should appear as \\WISTA1\homedir\<username> or <username> on <server name>.  Basically, the drive that has your User ID in the name is your home/personal drive (J drive).
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	For shared drives (G, H, and J)—drives can only be accessed when you are in a program launched from within FIRM.  For example, if you want to open a MS Word document on your J drive, open MS Word from within FIRM and the select FILE | OPEN, and navigate to your home drive (J Drive) or where the file is stored.
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